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Abstract—Many graphs in practical applications are not
deterministic, but are probabilistic in nature because the
existence of the edges is inferred with the use of a variety
of statistical approaches. In this paper, we will examine the
problem of clustering uncertain graphs. Uncertain graphs are
best clustered with the use of a possible worlds model in which
the most reliable clusters are discovered in the presence of
uncertainty. Reliable clusters are those which are not likely to
be disconnected in the context of different instantiations of the
uncertain graph. In this paper we provide a generalized reliability measurement from two basic intuitions (purity and size
balance) to overcome the challenges from standard reliability
criterion, and develop a novel k-means algorithm to solve the
uncertain clustering problem. We present experimental results
which illustrate the effectiveness and efficiency of our model
and approachs.
Keywords-uncertain graph; clustering; reliability;

I. I NTRODUCTION
With the increasing number of applications in which the
edges are constructed in the network through uncertain or
statistical inference [4], the problem of mining uncertain
graphs has become increasingly important. Examples of such
networks include protein-protein interaction networks with
experimentally inferred links [5], [25], [9], sensor networks
with uncertain connectivity links [19], or social networks,
which are augmented with inferred friendship, similarity, or
trust links [21], [6]. Therefore, a number of mining problems
have recently been studied in the context of uncertain graphs
[10], [12], [13], [14], [16], [34], [32], [23], [33], [24],
[18], [30], [17], though many fundamental problems such
as clustering still remain unexplored.

Figure 1: An Motivation Example: G = (V, E, P)
An obvious approach is to convert uncertain graph clustering problem into the deterministic scenario by using edge
probabilities as edge weights. However, by disregarding the
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possible world semantic of uncertain graphs, as will be
described later, such an approach hence fails to reflect the
connectivity of uncertain graphs correctly. Connectivity is a
fundamental graph property and plays an important role in
graph clustering. Let us take uncertain graph G in Figure
1 for an example. Connectivity of deterministic clusters
(subgraphs) is generally measured by the concept of cut,
which is defined as the sum of the weights of edges across
the partitions[26]. The bigger the cut, the harder to separate
the two subgraphs. In Figure 1, cut C(SG1 , SG2 ) = 0.22
and C(SG2 , SG3 ) = 0.20, as implies that SG2 is harder
to be separated from SG1 than from SG3 . However, with
the possible world semantics, we know the probability to
separate SG1 and SG2 is (1 − 0.11)2 = 0.79, and that to
separate SG2 and SG3 is (1−0.19)(1−0.001)(1−0.009) =
0.80. Hence, in fact SG2 is closer to SG3 than to SG1 .
This suggests that by ignoring possible world semantics, a
deterministic approach could produce very poor results.
It is also worthwhile for us to consider, whether the
connectivity of a cluster should only be defined by the nodes
inside it. For example, terrorist leaders may not directly
contact their members, but instead through the non-members
to pass their messages. Proteins interact with each other
through other kinds of proteins (enzymes). Therefore, a good
uncertain graph clustering criterion is able to capture not
only traditional cluster connectivity constraints, but also the
connectivity behavior in the context of the overall network.
In this context, standard uncertain graph reliability [8] is a
good criterion, because it evaluates the connectivity of a set
of nodes in the context of the entire network and meanwhile
utilizes the possible world model. However, the use of such
a criterion results in a number of challenges, because it is
#P-Complete to compute reliability for any candidate set.
Furthermore, the number of such candidate sets may be
exponentially related to the number of nodes. Therefore,
in this paper we propose a generalized reliability criterion,
which is designed from an information-theoretic perspective,
and show that the use of such a criterion enables the design
of an extremely simple and efficient version of the k-means
algorithm, while retaining the desired qualitative properties.
Specifically, we make the following contributions:
1) To the best of our knowledge, we are the first to

formulate the uncertain graph clustering problem, as
it relates to connectivity issues in the presence of
uncertainty.
2) We propose an information-theoretic generalized reliability criterion, which is not only qualitatively effective, but also enables very efficient cluster discovery.
3) We conduct extensive experimental studies to demonstrate the effectiveness and efficiency of our algorithms.
The rest of this paper is organized as follows. In Section
II, we introduce the problem formulation. The properties
of generalized reliability criterion are introduced in Section
III. In Section IV, we leverage this criterion to develop
two efficient algorithms for clustering uncertain graphs. The
experimental study is presented in Section V. Section VI
discusses related work. Finally, we provide conclusions in
Section VII.
II. P ROBLEM F ORMULATION
In this section, we present the notations, definitions and
the problem formulation.
A. Basics
An uncertain graph G = (V, E, P), is defined over a set
of vertices V, a set of edges E, and a set of probabilities P
of edge existence.

(a) Uncertain Graph G

(b) Possible Graph G1

There are a total of 2|E| possible graphs, since each edge
provides us with a binary sampling decision. Examples of
uncertain graphs together with possible world samples are
illustrated in Figure 2. In our example, the graph G has 213
possible subgraphs.
B. Standard Reliability
In connected deterministic graphs, all pairs of nodes are
guaranteed to be connected. In probabilistic graphs, the
concept of reliability is used to generalize this concept by
capturing the probability that a set of vertices are connected.
More formally, the reliability of a set of vertices is defined
as follows.
Definition 1: (Reliability [8]:) Given an uncertain graph
G, and a set of vertices Vs ⊆ V, the reliability R(Vs ) for
vertex set Vs is defined as follows:
X
R(Vs ) =
Pr(Gi )I(Vs , Gi ),
(1)
Gi vG

where I(Vs , Gi ) is 1 when Vs is contained in a connected
component in Gi , and 0 otherwise.
The concept of reliability generalizes the connectivity
concept to the probabilistic scenario. While deterministic
connectivity is a binary value, the reliability value lies in
the continuous range (0, 1), and quantifies the probability
of the vertices remaining connected in a possible world.
It is important to note that the aforementioned definition
does not constrain the connectivity to exist only through
vertices included in Vs . Rather the vertices of Vs could
remain connected with the use of vertices which do not
belong to Vs .
The determination of reliable clusters presents several
computational changes. First, it is #P-Complete even to evaluate the reliability of a given set of vertices [8]. Furthermore,
natural ways of enumerating such candidate vertex sets have
an exponential complexity with graph size. While traditional
Monte-Carlo methods can alleviate the first problem, the
second issue is much harder to address. This serves as our
motivation for the development of the concept of generalized
reliability.
C. Generalized Reliability

(c) Possible Graph G2

(d) Possible Graph G3

Figure 2: Uncertain graph and its possible graphs
Let G = (VG , EG ) be the possible graph (possible world)
which is realized by sampling each edge in G according to
the probability p(e) (denoted as G v G). Clearly, we have
EG ⊆ E and VG ⊆ V. The probability Pr[G] of sampling
this possible graph is as follows:
Pr[G] =

Y
e∈EG

p(e)

Y
e∈E\EG

(1 − p(e)).

In this subsection, we derive the concept of generalized
reliability from two simple intuitions. As a generative model,
an uncertain graph G can generate 2|E| different possible
worlds by sampling each edge e with edge probability
p(e). Each such sample may break the graph into several
connected components, or “fragments”. Intuitively, give a
possible world G of G, if node u and v are from the same
underlying cluster, they should be contained in the same
fragment of G. We summarize this desired quality of the
clustering as follows.
Desiderata 2.1 (Purity): For each connected component
(fragment) of a possible world resulted from uncertain graph

sampling, the number of distinct clusters to which the
different nodes belong should be as small as possible, and
one of the clusters should dominate the fragment.
More formally, suppose we have the clustering
C1 , C2 , · · · , CK , and 2|E| sampled graphs {Gi }. For the
possible world corresponding to Gi , there are Li connected
components (fragments) denoted by CC i,1 , · · · , CC i,Li .
We also have a partition for each component according to
the vertex cluster label, and the nodes corresponding to the
kth cluster in CC i,j are denoted by CCki,j . Therefore, we
SK
have CC i,j = k=1 CCki,j , and CCki,j ⊆ Ck . Then, the
purity can be defined with the use of cluster label entropy
as follows:
Fp =

X

Pr(Gi )

Gi vG

Li
X

|CC i,j |H(

j=1

[

CCki,j ),

(2)

k

It turns out that our problem can be reduced to minimizing
a much simpler function.
Observation 1: The minimization of F is equivalent to
minimization of the following function:
F=

Fp

= Fp +

=

|V|H(

k

[

Ck ),

k
K
[
X
|Ck |
|Ck |
H( Ck ) = −
log(
)
|V|
|V|
k

k=1

is the entropy of cluster size.
We combine the aforementioned motivations in order to
create the following problem definition:
Definition 2: (Generalized Reliable Clustering:) Given
an uncertain graph G, and cluster number K, obtain a vertex
partition {C1 , · · · , CK }, in order to minimize F = Fp −Fe .

[

CCki,j ).

(3)

j

k=1

K
X

(|Ck | log |Ck | − |Ck | log |Ck |)

(4)

+|V| log |V| − |V| log |V|
(5)
L
K
i,j
i
X
X X i,j
|C |
= −
Pr(Gi )
|Ck | log( k ) (6)
|Ck |
j=1
Gi vG

X

k=1

Pr(Gi )

Gi vG

−|V|

k=1

Gi vG

|Ck |H(

k=1

K
[
X
|CCki,j |
|CCki,j |
log(
),
H( CCki,j ) = −
|CC i,j |
|CC i,j |

is the entropy of cluster labels for fragment j in possible
world Gi .
In addition, a balance in cluster size is particularly important in uncertain graph clustering, because the above
definition tends to bias the process towards unbalanced
clusters. As a result, if only a purity criterion is used, then
the resulting solution will typically contain a single cluster
containing most of the nodes. Therefore, in order to alleviate
this issue, it is important to add size balance to the clustering
criterion.
Desiderata 2.2 (Size Balance): Given a clustering of
graph G, the clusters should not be too unbalanced in terms
of the number of nodes.
More formally, consider the clustering C1S
, C2 , · · · , CK ,
K
where Ci ⊆ V, Ci ∩ Cj = ∅, i 6= j, and i=1 Ci = V.
Then, in order to make the different values of |Ci | similar,
we could maximize the following function:
X
[
Fe =
Pr(Gi )|V|H( Ck )

K
X

Proof Sketch:First we can see that

+

k

Pr(Gi )

Gi vG

where

Here

X

|C i,j | log(

j=1

K
X
|Ck |
k=1

Li
X

|V|

log

|CC i,j |
)
|V|

|Ck |
.
|V|

(7)

(8)

Equation (7) is a constant, and Equation (8) equals Fe .
Therefore, after remove Fe from Fp , our goal is actually
to minimize Equation (6). 2
What is the relationship between Equation (3) and the
standard reliability definition, as proposed in Equation (1)?
i
One can easily note
S thati,jfd = 1 − I(Ck , Gi ) is a binary
i
version of fc = H( j Ck ), which is a continuous function
|C i,j |

i
k
in terms of pi,j
k = |Ck | . Therefore, fc is not only relevant to
connectivity, but also considers the distribution of the sizes
of the different clusters Ck when disconnected. More interestingly, when we replace fci with fdi in Equation (3), we can
see that to minimizePour objective function approximately
K
equals to maximize k=1 |Ck | · R(Ck ), which is essentially
a cluster-size weighted summation of the standard reliability
over different clusters.

D. Re-visiting the Computational Challenge
As mentioned earlier, the Monte-Carlo sampling method
can be used in order to estimate the underlying reliability.
In this technique, we create N possible-world instantiations
(samples) of the uncertain graph with the use of edgesampling probabilities. The N sampled graphs are denoted
by G1 , · · · , GN . Each sampled graph Gi can be represented with a list of connected components (fragments)
CC i,1 , · · · , CC i,Li . Through this sampling, our objective
function can be restated as follows:
Fs

=

N K
1 XX
|Ck |H(∪j CCki,j ).
N i=1

(9)

k=1

It is evident that Fs is an unbiased estimator of F, and
therefore E(Fs ) = F.

More importantly, by applying the Chernoff-Hoeffding
Bound[7], [15], we can determine whether Fs is close to
F with high probability.
Lemma 1: For any  > 0 and 0 < δ ≤ 1, with sample
size N ≥ 22 ln 2δ , we have
Pr(|Fs − F | ≥ ) ≤ δ.

Cluster Identifier Coding: According to Shannon’s source
coding theorem, the best coding length for a cluster label Ck
k|
equals − log( |C
|V| ). Here we use c(Ck ) to denote the code
word. Therefore, the total coding length for entire vertex set
V is
L1

=

X

|c(Ck |v ∈ Ck )| = −

v∈V

The above lemma can help us directly determine the
sample size N for given error  and confidence level 1−δ. To
solve the second computational challenge of candidate set
enumeration, our generalized reliability criterion helps us
directly produce reasonable candidate subgraphs. Therefore,
we will first understand some properties of our generalized
clustering criterion in the next section.
III. P ROPERTIES OF G ENERALIZED R ELIABILITY
In this section, we study some fundamental properties of
generalized reliability, which enable efficient cluster discovery. Specifically, we study its relationship with the concept
of graph coding, and leverage this understanding to develop
a coded k-means algorithm. We also characterize the cluster
properties through our objective function.
A. Graph Coding Interpretation of Objective Function
The sampling-based cluster objective function of Equation
(9) can be understood from a graph coding view, and this
can also be used for better cluster interpretability. First, we
define the concept of auxiliary cluster table - denoted by Ti
- for possible world Gi .
Definition 3: (Auxiliary Cluster Table) Given a possible graph Gi , with Li connected components denoted by
CC i,1 , CC i,2 , · · · , CC i,Li , and each vertex v ∈ V assigned
to one of K clusters, the auxiliary cluster table Ti is
constructed as follows. Each row of Ti corresponds to a
cluster and each column to a connected component (CC i,j ).
The cell in kth row and jth column, Ti (k, j) contains a set
of vertices CCki,j from the jth component and kth cluster.
An example of the auxiliary cluster table is illustrated in
Figure 3(b). The number of rows in the auxiliary cluster
table is equal to the number of clusters, and we have shown
different cases in Figure 3(b). For example, when there are
K = 3 clusters, as in Figure 3(a), there are three rows in Ti
(the bottom one in Figure 3(b)). We can see that each Ti not
only provides us a structured view of Gi , but also contains
all the information for Gi , including the cluster and fragment
identifier for each vertex. Therefore, we can encode each
table Ti for Gi . To represent Ti , we need to code the vertex
cluster identifier and fragment identifier (data coding), and
to record coding complexity (coding book). Here we only
care about data coding for its close relationship with our
objective function.
Note that in this paper we utilize the entropy encoding,
especially Huffman coding, which is a lossless data compression scheme.

=

K
X

|Ck | log(

k=1

−|V|H(

[

|Ck |
)
|V|

Ck ).

k

For instance, to transmit the cluster information for each
vertex in the sampled graph Gi in Figure 3(a), we need
9 × (− 49 log 49 − 29 log 92 − 39 log 39 ) bits. We can see that L1
corresponds to our size constraint Fe .
Component Identifier Coding: To represent the connected component identifier of a vertex, we have two
differnt cases. Without considering vertex cluster identifiers, and also according to Shannon’s source coding theorem, the optimal code length for a component identifier
i,j
CC i,j is − log |C|V| | . Here we denote its code word as
i,j
c(CC
). Then the expected coding length for a vertex v is
P
i,j
i,j
Gi vG Pr(Gi )|c(CC |v ∈ CC )|. Then the total coding
length is
X X
L2 =
Pr(Gi )|c(CC i,j |v ∈ CC i,j )|
v∈V Gi vG

= −

X

Pr(Gi )|V|

Gi vG

Li
X
|CC i,j |
j=1

|V|

log

|CC i,j |
.
|V|

Note that the above coding scheme does not consider the
rows of the auxiliary cluster table.
Instead, if we code component identifiers with the information of vertex cluster label information, we could code the
components row by row for each auxiliary table Ti . Then,
similarly, the total coding length of component identifier
with cluster information is calculated as
L3 = −

X
Gi vG

Pr(Gi )

K
X
k=1

|Ck |H(

[

CCki,j ).

j

Obviously, L3 equals our objective function F, that is,
Equation (3). In our example for sampled graph Gi , the
connected component information can be represented with
4×(− 43 log 34 − 14 log 14 ) +2×(− 12 log 12 ×2) +3×(− log 1+
1) ≈ 9 bits.
Interestingly, based on the above analysis, we find the
underlying meanings of Observation 1 from coding perspective. That is, we have that
Fp + L2 = F + Fe .
Therefore, we can see that to do data coding we have two
different angles: row (F and Fe ) or column (Fp and L2 ) of
auxiliary tables.

(a) Sampled Graph Gi

(b) 1 and 3 Cluster Table for Gi

(c) Huffman Codes

Figure 3: An Running Example

As we will see in the next subsection, the view provided
by the auxiliary table Ti view is very useful from the
perspective of interpretability. In addition, it provides us
with the mechanisms required to design efficient clustering
algorithms.
B. Cluster Properties
In this section, we will show that the minimization of
Equation (9), results in several interesting properties of the
clustering, which further helps in algorithm design.
Lemma 2: The cost F(Gi ) for each individual sampled
graph Gi can be minimized only if for every connected
component CC i,j there exists a k, such that CC i,j ⊆ Ck .
Proof Sketch:Suppose initially CC i,j is divided into K
i,j
parts, as CC1i,j , · · · , CCK
, and we have the previous code
i,j
word c(CCk ) for each cell in Ti . Now there exists one
cell Ti (k, j) of Ti , such that |c(CCki,j )| ≤ |c(CCli,j )| for
1 ≤ l 6= k ≤ K. Therefore, by moving CC i,j entirely into
the kth cluster, F(Gi ) can be reduced. Then by recalculating, F(Gi ) will be further reduced. Hence, putting one
component into each cluster could always reduce F(Gi ),
which completes our proof. 2
Lemma 2 implies that when each individual possible
world (sampled graph) is considered, our objective function
tends to group vertices in the same component together.
Therefore, our objective function naturally captures the
modularity (fragments) of each possible world.
Based on on Lemma 2, we have the following corollary.
Corollary 1: If vertex set Vs is always contained in one
fragment in all sampled graphs, there exists a k, such that,
Vs ⊆ Ck .
Corollary 1 has an interesting connection with reliability.
If R(Vs ) = 1, then all vertices of Vs should belong to the
same cluster. This extreme case illustrates the connections
between clustering and reliability. Of course, in practice,
the precise cluster membership of vertices in Vs is much
more complicated, and involves a tradeoff between |Vs | and
R(Vs ). We also note that the minimization of Equation (9)
guarantees that there are no empty clusters. This is implied
by the following lemma.

Lemma 3: The optimal value F for K clusters is smaller
than that for K − 1 clusters.
Proof Sketch:Given the optimal clustering for K−1 clusters
and the corresponding coding for each Ti , we can move one
vertex v from Ck , where 1 ≤ k ≤ K−1 to a new cluster CK .
0
Obviously, FK−1 is reduced to FK . Therefore, the solution
with K − 1 clusters is always sub-optimal. 2
Finally, we want to provide an example to illustrate that
the nodes within a cluster, which are obtained through
minimization of Equation (9) may not necessarily connected
only through nodes within the cluster, but may use nodes
from outside the cluster. For example, suppose G consists
of several highly connected components, which form a star
structure, and given K = 2, the clusters failing to contain
the center components will be disconnected.
IV. U NCERTAIN G RAPH C LUSTERING A LGORITHM
In this section, we will first develop an efficient partitionbased algorithm to minimize F. However, since the result
will not guarantee cluster connectivity, we extend this algorithm by a greedy procedure to add connectivity.
A. Coded k-means Algorithm
Different samples generating the auxiliary tables Ti may
contain different number of components Li . However, the
number of rows K is constant through all the N tables.
Therefore, if we fix the coding for each row in each sampled
graph, each vertex v could always choose to move to the row
which reduces its coding cost. The minimization of F for
N sampled graphs is more complicated, though we can still
develop a two stage procedure. More specifically, we initially
assign each vertex randomly to one of the K clusters, and
repeat the following two stages until F converges.
Coding Computation: Given the current vertex assignment
Ck , and corresponding sampled components CCki,j , where
1 ≤ k ≤ K, 1 ≤ j ≤ Li , then the coding for each row of Ti
is computed using Huffman coding. This corresponds to the
code c(Ti (k, j)) (c(CCki,j )) for the cell in kth row and jth
column for each table Ti . While it is possible to use other
coding methods, we use Huffman coding for the purpose of
the paper. A coding example is illustrated in Figure 3(c).

Vertex Assignment: Given the current row coding c(Ti (k, j))
for each table Ti , where 1 ≤ k ≤ K, 1 ≤ j ≤ Li and
1 ≤ i ≤ N , we can assign each vertex v to one cluster
which could minimize the total coding cost for v through
all the sampled graphs. Therefore, each vertex v is assigned
to cluster k ∗ , such that
∗

k = arg min
k

N
X

|c(Ti (k, f (v, i)))|,

i=1

where f (v, i) represents the connected component id v
belongs to in sampled graph Gi .
Intuitively, through the above iterative process, F could
find its (local) optimal value, as will be proved later in this
section. The detailed algorithm is depicted in Algorithm 1.
Algorithm 1 Coded k-means({CC i,j , 1 ≤ j ≤ Li , 1 ≤ i ≤
N }, K)
Require: {CC i,j , 1 ≤ j ≤ Li , 1 ≤ i ≤ N }: fragments;
Require: K: cluster number;
1: Ck = ∅, 1 ≤ k ≤ K;
2: for all v ∈ V do
3:
Ck = Ck ∪ {v}, where k is randomly chosen from
{1, · · · , K};
4: end for
5: while F hasn’t converge do
6:
Stage 1:
7:
for all 1 ≤ i ≤ N do
8:
for all 1 ≤ k ≤ K do
9:
{c(CCki,j ), 1 ≤ j ≤ Li } = HuffC({CCki,l , 1 ≤
l ≤ Li });
10:
end for
11:
end for
12:
Stage 2:
13:
Ck = ∅, 1 ≤ k ≤ K;
14:
for all v ∈ V do
15:
for all 1 ≤ i ≤ N do
16:
for all 1 ≤ k ≤ K do
i,f (v,i)
17:
CodeLengthk (v)+ = |c(CCk
)|;
18:
end for
19:
end for
20:
Ck ∗
=
Ck∗ ∪ {v}, where k ∗
=
arg min1≤k≤K {CodeLengthk (v)};
21:
end for
22: end while
23: return{C1 , 1 ≤ k ≤ K};
In Algorithm 1, from Line 1 to Line 4 we assign a
vertex v to a random cluster label Ck , where 1 ≤ k ≤ K.
After that, we enter a two-stage iterative process (Line 5
to Line 22). In the first stage (Line 6 to Line 11), we
utilize Huffman coding algorithm to generate code words
c(CCki,j ) for every subcomponent CCki,j according to the

vertex number distribution on {CCki,j , 1 ≤ j ≤ Li }.
Note that each component CC i,j has K Huffman code
words corresponding to its K subcomponents. In Line 9,
c(CCki,j ) stands for Huffman code for kth subcomponent of
CC i,j . After calculating the current coding, in the second
stage (Line 12 to Line 21), we sum up the coding length
CodeLengthk (v) when v is encoded by code words in
the kth cluster. Then, we assign v to the cluster Ck∗ that
has the minimum code length for v (Line 20). In order to
define the convergence condition (Line 5), we could either
set a maximum iteration number or set a maximum objective
function difference between consecutive iterations.
Time Complexity In the first stage, we calculate the
Huffman code for the cells in all auxiliary tables Ti . The
best algorithm to code one row of Ti by Huffman code
requires O(Li log Li ) time complexity. Therefore, the time
complexity for the first step is O(N KL log L), where L is
the average component number for sampled graphs. In the
second step, we have calculate the sum of code word length
for each vertex v with different colors; in the worst case the
time complexity is O(|V|N K). Given |V|  L log L, the
entire complexity of our algorithm is O(l|V|N K), where l
is the maximum iteration number.
As mentioned before, Algorithm 1 always converges to
(local) optimal value, as can be formally depicted below.
Lemma 4: F always converges to (local) optimal value
through Algorithm 1.
Proof Sketch:After the initial assignment, Algorithm 1
enters into the iterative process. Suppose, F is finite.
Stage 1: Let us look at the case for sampled graph Gi
and cluster k. Suppose we already have existing coding
i,j
i,j
c(CC k ) for each set CC k . After the assignment (Step
2), the current vertex set for each set becomes CCki,j .
PLi
PLi
i,j
Then, we have j=1
|CCki,j |∗
|CCki,j |∗|c(CC k )| ≥ j=1
i,j
i,j
|c(CCk )|, where c(CCk ), 1 ≤ j ≤ Li is the code
word calculated using current vertex distribution CCki,j .
The inequality holds based on the optimality of Huffman
coding. Because the code words for different cluster Ck
and
graph Gi are independent, we have
PN different
PK sampled i,j
|C
|H(C
k
i=1
k=1
k , 1 ≤ j ≤ Li ) is also minimized.
Therefore, Equation (9) is reduced in this step.
Stage 2: In this step each vertex v is reassigned to
a cluster Ck∗ such that with cluster k ∗ , the total coding
PN
i,f (v,i)
length for v, that is,
)| is smaller than
i=1 |c(CCk∗
or equal to the length with other colors. That means,
PN
PN
i,f (v,i)
)| ≤ i=1 |c(CCk )i,f (v,i) |, where Ck is
i=1 |c(CCk∗
the cluster v belongs to, in the previous step. Then, we have:
N
XX

i,f (v,i)

|c(CCk∗

)|

v∈V i=1

≤

N
XX
v∈V i=1

|c(CCk )i,f (v,i) | = N F.

Therefore, we can see that after vertex reassignment, the
value of F further decreases. Thus, F is always reduced
through the iterative process, which completes our proof. 2
B. Connectivity Constraint
Note that through Algorithm 1, our clustering criterion
(Equation (9)) does not enforce each cluster to be a
connected subgraph in uncertain graph G, for the nonconnectivity is reasonable in uncertain scenario.
We design an approach which enforces connectivity with
methods, that utilize the clustering result from Algorithm 1.
More formally, the following steps are used in order to force
connectivity.
1) With the output of Algorithm 1, {C1 , · · · , CK }, we do
DFS or BFS to check the connectivity of each cluster
Ci . If Ci is not connected, we can split Ci into several
connected new clusters. In this way, we obtain a new
0
0
clustering {C1 , · · · , CL }, where Ci is connected for
1 ≤ i ≤ L and L ≥ K.
2) If L = K, the program stops; otherwise (L > K),
we merge the neighboring clusters, which could minimally increase F. More formally, we choose to merge
Cs∗ = Cs∗ ∪ Ct∗ , where s∗ 6= t∗ and there exits
some edges e = (u, v) and u ∈ Cs∗ and v ∈ Ct∗ ,
such that suppose fi = (|Cs | + |Ct |)H(Csi,j ∪ Cti,j ) −
|Cs |H(Csi,j ) − |Ct |H(Cti,j ) then we have
(s∗ , t∗ ) = arg min

1≤s,t≤L

N
X

fi .

i=1

3) L = L − 1; go to 2).
Using the above procedure, we greedily merge two clusters which minimally increase our objective function based
on the result from Algorithm 1. Therefore, the time complexity of the above procedure can be estimated as O(N L log L)
given L, K  N , where L is the average number of
connected components for all sampled graphs.
V. E XPERIMENTAL S TUDY
In this section, we present experimental results studying
the effectiveness and efficiency of our method. We tested for
the following measures:
1. Accuracy: We tested cluster purity and balance in the
network size. We tested both variations of our approach,
which corresponds to the coded k-means method, with or
without the greedy enhancement.
2. Efficiency: We tested the efficiency of the methods in
terms of running time.
The experiments were conducted on a 2.0GHz Dual Core
AMD Opteron CUP with 4.0GB RAM running Red Hat
Linux. All algorithms were implemented in C++ and the
Standard Template Library (STL) was used.

Table I: Data Set Summary
DBLP
PPI
KARATE
BOOK

|V|
326186
513
34
105

|E|
1432920
1618
78
441

AVG(P)
0.22821
0.44
0.38
0.41

A. Experiment Setup
In this subsection, we report our experiment setup.
Datasets: We used four different real data sets as follows:
DBLP: This network is created by authors in [24] based on
a snapshot of the DBLP database. When two authors coauthored a paper before 2001, one edge is added between them.
The edge probability is generated based on an exponential
cdf of mean 2 to the number of coauthored papers.
PPI: This dataset is obtained by integrating the BioGRID
database with the STRING database. Based on BioGRID
database, a A. thaliana (thale cress) protein-protein interaction network is created and the labels of vertices are the COG
functional annotations of proteins and edge probabilities are
obtained from the STRING database. This data set has been
used in [34].
Karate: This data set is a friendship network between 34
members of a karate club at a US university, and used to
study the information flow among small groups of people
[31]. The edge probability is randomly generated from a
uniform distribution in the interval (0, 1].
Politics-Books: The nodes in this data set1 are books about
US politics sold by Amazon.com. Two books are linked when
they are bought by the same people. We assume that people
are more likely to buy the books from the same category,
such as “liberal”, “neutral”, or “conservative”. Therefore, the
probability between books from same category is uniformly
generated in interval (0.5, 1]. Otherwise, the probability is
generated in the interval (0, 0.5].
The data set information is summarized in Table I.
Baselines and Parameter Settings:
The accuracy was tested with the use of three other
methods: spectral clustering, ensemble clustering[27] and
MCL[29]. These methods are often used for deterministic
graphs. Therefore, in order to use them, we transfer the
uncertain graphs into weighted graphs, where the uncertainty probabilities are edge weights. To apply spectral and
MCL methods, we directly cast the edge probabilities as
edge weights. Meanwhile, the input for ensemble clustering
methods are the results by running spectral clusterings 5
times. The source codes for the three benchmark methods
can be obtained online[1], [2], [3]. As suggested by Lemma
1, the accuracy is greatly influenced by the sample size. In
the following experiments, we set α = 0.05 and δ = 0.02,
and the corresponding sample size N ≈ 5600.
1 http://www.orgnet.com/

Table II: ρ Comparison
BOOK
KARATE
PPI
sDBLP

Kmeans
1.01
1.00
1.35
1.58

Greedy
1.01
1.00
1.35
1.59

MCL
1.01
1.02
2.63
4.51

Spectral
1.01
1.01
3.66
5.32

Table III: AVPR(θ) Comparison
Ensemble
1.01
1.00
3.34
5.15

BOOK
KARATE
PPI
sDBLP

Kmeans
0.8834
0.9556
0.7099
0.3454

Greedy
0.8834
0.9556
0.7099
0.3454

MCL
0.8399
0.9434
0.1009
0.04

Spectral
0.8614
0.9456
0.2124
0.063

Ensemble
0.6018
0.9567
0.3776
0.045

Table IV: ACR(β) Comparison
B. Effectiveness Results
In this subsection, we report two groups of effectiveness
experiment results, based on generalized reliability (our
objective function) and standard reliability respectively. The
reason we use generalized reliability is that it essentially
captures our two intuitions; meanwhile, standard reliability
provides us with a more objective measurement for the
results from different clustering methods.
Effectiveness on Generalized Reliability: Because Equation
(3) essentially captures our intuitions (purity and balance),
then it is a reasonable measurement for us to compare
the clustering results for our methods and three baseline
methods. To compare the accuracy through different data
sets, we use the average coding length ρ per vertex, that is
ρ=

F
,
|V|

and we set cluster number K equal to 3. The results are
presented in Table II.
Note that sDBLP is an extracted subgraph of DBLP with
1000 vertices. From Table II, we can see that Spectral
clustering method works worse than Ensemble clustering.
This is reasonable because the latter congregates 5 results of
the former one. Then, MCL works a litttle bit better than the
previous two methods (Spectral and Ensemble) by reducing
the average coding length ρ by 10% to 20%. Our coded kmeans algorithm further reduces ρ dramatically, that is more
than 50% from that of MCL. From this experiment, we can
see that our methods are much more accurate than other
techniques.
Effectiveness on Standard Reliability: To be more objective,
here we use standard reliability to measure the accuracy of
the results from different methods. Hence we developped
two kinds of criteria based on standard reliability concept to
measure clustering result: average vertex pairwise reliability
(AVPR), denoted by θ and the average cluster reliability
(ACR) denoted by β. More specifically, given a clustering
C = {C1 , · · · , CK } of uncertain graph G, AVPR
PK P
2 k=1 u,v∈Ck R({u, v})
,
θ(C) =
PK
k=1 |Ck |(|Ck | − 1)
and ACR

PK
β(C) =

k=1

|Ck |R(Ck )
.
|V |

We can see that both critera measures the average reliability
of the entire clustering. We can see that θ emphasizes the

BOOK
KARATE
PPI
sDBLP

Kmeans
0.0576
0.4494
0.4299
0.2265

Greedy
0.0576
0.4494
0.4299
0.2265

MCL
0.0212
0.3430
0.0081
0.0002

Spectral
0.0383
0.7558
0.0038
0.0008

Ensemble
0.0265
0.8003
0.0010
0.0001

pairwise reliability, and that β puts a stronger constraint
that requires all vertices in one cluster should be connected
simultaneously. Therefore, θ and β provide us a way to measure the quality of clustering results in different applications.
In the first groups of experiments, we set cluster number
K equal to 4, and we compared with their AVPR and report
our result in Table III.
From Table III we can see that in terms of methods, MCL
works worst among all the methods. Spectral clustering
method and Ensemble method work comparatively. The
AVPR for clusterings of our k-means and Greedy algorithm
are almost the same. In terms of datasets, for small graphs
(BOOK and KARATE), all the methods produce similar
AVPR. However, for large graphs (PPI and sDBLP), the
AVPR of our methods are at least 7 times that of others
methods.
In our second group of experiments, we also set cluster
number K equal to 4. We compared the ACR for all the
methods and the result is reported in Table IV.
From Table IV, similar as the the first groups of experiment, we can see MCL produces the clustering with
the lowest ACR; and Spectral clustering and Ensemble
clustering produce comparative results, and our methods
produce the greatest ACR for all datasets. In term of datasets,
for small networks (BOOK and KARATE), all methods
produced comparative ACR for all datasets. However, for
large networks (PPI and sDBLP), our methods (k-means
and Greedy) generate clustering with ACR at least 50 times
better than that of other methods.
In sum, our coded k-means algorithm with or without
greedy enhancement methods consistently produce much
better clusers than other methods (MCL, Spectral and Ensemble) on both our generalized and standard reliability
criteria.
C. Experimental Results for Efficiency
In this experiment, we study the scalability of all the
methods. To do this, we extract 5 subgraphs from the DBLP
dataset, respectively with vertices from 20k to 100k. Here
two baseline methods (Spectral and Ensemble) can not scale
up to graph with 20k vertices. Therefore, in this experiment

we only care about the efficiency of our methods and MCL.
The result is reported in Figure 4.
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Figure 4: Efficiency Result
From the result we can see that MCL normally take
approximately 27% time of that of coded k-means algorithm. Meanwhile, we can see that the running time of the
coded k-means algorithm is linearly related to |V |. This
is in agreement with our complexity analysis in Section
IV. Meanwhile, by adding greedy merge step, our Greedy
algorithm only takes more than about 20% of that of our
coded k-means algorithms.
VI. R ELATED W ORK
The work most relevant to ours [20] is that of clustering on
uncertain graphs. Kollios et al. in [20] studied this problem
from the perspective of possible world semantics. To the
best of our knowledge, this is the only uncertain graph
clustering work so far. In [20] Kollios et al. discover the
clusters by minimizing the expected edit-distance D(G, Q)
between uncertain graph G and cluster graph Q. Note that
the (deterministic) cluster graph Q explicitly requires that
each cluster be a clique. Their algorithm avoids enumeration
of possible worlds by emphasizing vertex pairwise connectivity; however, their algorithm inevitably favors smaller
clusters over large ones by using the clique concept. For
example, in Figure 5, the uncertain graph G contains a
subgraph G with three vertices a, b and c. Obviously, G
is well separated from G \ G and forms a natural cluster.
However, using the goodness function D(G, Q) in [20], the
clustering {{b}, {a, c}} is preferred.

Figure 5: Counter intuitive example

Our generalized reliability criterion can also be used
to solve the ensemble clustering (clustering aggregation,
correlation clustering) problem [27], [28], [11], [22]. Algorithms for ensemble clustering normally discover the median
partitions π which gain the most agreement from N different
partitions π1 , · · · , πN . Our partition-based method can be
employed to tackle these problems. However, unlike existing
work, our method assumes that the cluster label for each
vertex is consistent through all the partitions, and try to
maximizes the purity for each cluster of each πi .
Substantial work has also been done in uncertain graph
analytics. In [10], it has been shown that Monte Carlo
sampling can be combined with hypothesis testing in order
to compute the shortest paths given that the edge weights are
random variables. Zou et al. discover efficiently subgraph
patterns in [34], [32] from uncertain graph databases and
Top-k maximal cliques in [33] in an uncertain graph. Later
in [23], Papapetrou et al. propose to use indexing techniques
to speed up frequent subgraph mining in uncertain graph
databases. Potamias [24] employ the sampling method to
answer the k-nearest neighbor query in uncertain graphs.
Jin et al. in [18] estimate the reachability of vertex pairs
within certain distance with statistical estimators. In [30],
Yuan et al. develop efficient method to answer the thresholdbased subgraph query over large uncertain graphs. Hua [16]
shows how to find the shortest weighted paths most likely
to complete within a certain time constraint. Hintsanen et al
[12], [13], [14] develop efficient algorithms to find the most
reliable subgraphs in uncertain graphs. Jin et al [17] develop
fast peeling algorithms to find highly reliable subgraphs.
VII. C ONCLUSION
In this paper, we presented a method for uncertain graph
clustering which is based on the notion of generalized
reliability. This notion is inherently more effective than traditional methods for incorporating uncertainty in the clustering
process. The approach uses coding methods from information theory for intermediate representation of the metastructures in the clustering process. We present experimental
results which show the advantages of our approach.
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